Abstract
I. INTRODUCTION
A mobile ad hoc network (MANET) is an infrastructure less network that consists of collection of autonomous nodes [1] ,which comprises of heterogeneous mobile devices as shown in Fig 1. As these mobile devices are interconnected openly, thereby exposing its networking infrastructure, which may lead to a problem arising in network security? The goals of security includes confidentiality, authentication, authorization, information integrity and non-repudiation. Focussing on authentication plays key role in providing security and also it provides a way to achieve other goals of security. It is essential to ensure the identity of the users for communication [2, 3] .
When compared to the existing works [4, 5, 6] , it is necessary to provide more secure data transmission from source node to destination node. So authentication is the technique which verifies that the user in its communication is trusted and not an imposter. The aim of mutual authentication in a network is to confirm two communicating users to authenticate each other and simultaneously agree on a common session key. In order to verify the identity of the remote user, whether it is active or a malicious intruder, complex cryptography based algorithms are required. Security goals can be achieved by using these Cryptographic techniques i.e., by the method of converting the plain text to cipher text with the help of suitable key. Thus in these techniques key management, distribution & maintenance play a vital role. 
II. CRYPTO GRAPHIC TECHNIQUES (RSA AND CHAOTIC MAP)
A. RSA RSA is a asymmetric cryptosystem for public-key encryption, and is widely used for securing sensitive data, particularly when being sent over an insecure network such as the Internet. It was first described in 1977 by Ron Rivest, Adi Shamir and Leonard Adleman of the Massachusetts Institute of Technology. It, uses two different but mathematically linked keys, one public and one private. The public key can be shared with everyone, whereas the private key must be kept secret. In RSA cryptography, both keys can be used for encryption purpose; the opposite key from the one used to encrypt a message is used to decrypt it. This is the reason why RSA has become the most widely used asymmetric algorithm. It provides a method of assuring the confidentiality, authenticity, integrity of electronic communications and data storage.RSA strength lies in by deriving its security from the difficulty of factoring large integers that are the product of two large numbers Multiplying these two numbers is easy, but determining the original prime numbers from the total factoring is considered infeasible due to the time it would take even using today"s super computers. Its major disadvantage is that it requires keys of at least 1024 bits for good security (versus 128 bits for symmetric-key algorithms), which makes it quite slow. The RSA method is based on some principles from number theory. The RSA algorithm works as follows.
1. Choose two large primes p and q (typically 1024 bits).
Compute n=p*q and z=(p−1)*(q−1).
3. Choose a number relatively prime to z and call it d.
Find e such that e*d=1mod z.
With these parameters computed in advance, we are ready to begin encryption. Divide the plaintext (regarded as a bit string) into blocks, so that each plaintext message P, falls in the interval 0 ≤P<n. Do that by grouping the plaintext into blocks of k bits, where k is the largest integer for which 2k<n is true.The fundamental concept beyond RSA is the examination that it is concept to determine three very big positive integers" e, d & n such that with modular exponentiation for all m:
Even knowing e & n or even m it can be exceedingly incredible to calculate d. Moreover, for some calculations it is convenient that the order of the two exponentiations can be changed & that this relation also implies
The key can be distributed between communicating entities in MANETs through specific authenticated key agreement protocols.
Some Disadvantages of RSA:
 The main disadvantage is its slow speed as it requires at least 1024 bits key for encryption process.  It can"t achieve authentication and confidentiality along with integrity in single step.  If private keys of users are not available, it is vulnerable to impersonation(attack or attacker).
B. Chaotic Maps
Chaotic Maps, another and an efficient way to key agreement between communicating nodes. It is based on Chebyshev polynomials(Chaos theory). Our proposed work is based on Chebyshev polynomials (Chaos theory) which is the field of study in mathematics that deals with the behaviour of Dynamical systems that are highly sensitive to initial conditions, where Dynamical system is a system in which a function describes the time dependence of a point in a geometrical space.
Chebyshev polynomial is defined as follows [7] : cos nθ could be written in the polynomial of cos θ cos nθ = T n * cos θ ………………… 1 cos n + 1 * θ = 2 * cos nθ * cos θ − cos n − 1 * θ T n+1 cos θ = 2 * T n cos θ * cos θ − T n−1 cos θ
shows the chebyshev polynomial in T n x is a polynomial in "X" degree "n". To achieve 
In our previous work [8, 9] , we uses the Chebyshev polynomial"s semi group property to provide authentication between communicating entities, which shown in below equation.
Where N is a big prime number and X ϵ − ∞, +∞ , in equation 4 it is incredible to compute the value of ′n′ with given values of T n x , X, N and this property known as Chaotic Maps-Based Discrete Logarithm problem.
The property "Chaotic Maps Based Diffie Hellman problem" state that in given equation 5 it is incredible to compute the value of ′T nm X ′ with given values of T n x , X, N&T m X and this property known as Chaotic Maps-Based Discrete Logarithm problem.
T m (T n X ) = T n (T m X ) = T mn X * mod N …………… 5 , n ≥ 2
III. KEY MANAGEMENT IN PROPOSED SYSTEM USING CHAOS THEORY
The strength of the algorithm depends on how the sender and receiver agree on the secret key effectively. Our proposed mechanism is based on chaotic maps which use chebyshev polynomials in order to generate the secret key at both the ends and how they manage the key. By using chaos theory, the key is generated at sender as well as at receiver side and it is compared. This process of mutual authentication in our proposed protocol take minimum computational load when compared to the RSA based algorithm in the same environment.
Let us consider an example of Key exchange process between the sender and receiver in MANETs is as follows The public data is:(x, )and (x, )
The private data is: n and m Therefore we conclude that = From the above calculations it is clear that the sender and receiver in MANET acquires the same secret key by using the chaos theory and does the mutual authentication in an effective manner. This method increases the complexity for the intruder to crack the secret key. Thereby it is clear that the sender and receiver in MANET have secure data communication and protecting the data to be disclosed to the intruders.
IV. PERFORMANCE ANALYSIS:
A. Computational comparison between RSA and Chaos in static environment.
We have evaluated and compared the performance of RSA & Chaotic Maps in the identical environment i.e. in static environment with processor x64 based core 2.40 GHz processor,6 GB RAM, 911 GB Hard Disk Capacity. We varied the prime number size up to 1024 bits long, and evaluated the computational time of each algorithm. From our analysis it is very much clear that chaotic maps computational capacity is very much less when compared with RSA as shown in Fig 2. ISSN: 2348 -8379 www.internationaljournalssrg.org Page 20
Computational time affects the network performance by increasing the end to end delay, consumes energy, and occupies buffer space. 
B. Computational comparison between RSA and Chaos in Dynamic environment(MANETS)
MANET is a type of wireless network with absence of central coordinator & thus network layer functionality must be carried out by nodes. It can acquire any type of topology(i.e., bus, star, ring etc.) as it supports mobility to its nodes. In case of standalone MANET, due to limited connectivity it has limited applications. MANET user can have better utilization of network resources only when it is connected to the Internet. MANETs are used in various research areas such as Green Communication, Machine-To-Machine Networks (M2M), Internet of Things (IOT), Device-to-Device (D2D) communication, disaster relief areas. However sending the packets/messages in this environment requires selection of better route/path which should be secure. Routing is the process responsible for deciding which output line an incoming packet should be transmitted on . Routing is the making of higher-level decision for packet switching from source to destination in the network.
While routing [8] , packets on the communication channel over the network may be vulnerable to different attacks. False misbehaviour is one such attack in routing, in which malicious node sends false message to source as shown in Node A sends back a misbehaviour report even node B forwarded the packet to C.
To overcome this attack encrypted acknowledgement is required which is achieved through our proposed chaos theory.
In this section we implement the RSA & Chaotic maps based key agreement between communicating entities above the underlying routing algorithms protocols such as AODV, AOMDV and DSR [7, 9, 10] and evaluated the performance of network with respect to end to end delay. As computational time of algorithm directly affect the end to end delay of communicating entities. In order to provide QoS in network or to achieve better performance delay is one of the most vital issue. MANETs is peer to peer networks, where nodes perform the task of routing. Thus the load of every node is high as it is doing the task of router, means it is receiving the packets, making the decision of packet based on protocol and forwarding the packet, which requires the time, energy and memory of the node to accomplish. However, providing security is most challenging task and much desirable due to its characteristic, but it must have minimum overhead in terms of network performance. Authentication is the easy convenient way to achieve security in MANETs. 
